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Block Cache

Free block list

Bad block list

Map block identifier to 

storage area

Stats: variables & values

Any modern storage / SSD

Storage peripheral 
device driver: 
specific commands 
and management.

Decrypt Encoding: add any 
error checking, 
correction, and 
encryption.

Decompress Compress

MRU List
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next
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Head
next
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next

Block Block

prev

Hash table
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Block bitmap

Error correction
Predictive moving & 
marking of failed 
blocks

IO Queue
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Command logic

StorageStorage
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Command 

Register
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Logic

Clock 

Generator

Address 

Decoder

EEPROM, Flash, FRAM

Bit sense/write

Word line

EEPROM: floating junction

Flash: floating junction

HV 

Generator

Column Address Latch

FRAM: ferroelectric capacitor

MRAM: magnetic tunnel 

junction

Word line

Bit complement

Bit sense/write

Global 
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Comm Send stack

Performs storage IO, 
commands and send result 
to USB peer

Storage stack
(see SSD page)

Decodes and Implements 
the responses, manages 
their fragmentation

Comm Receive stack

File System

Relational

Buffer Cache

StorageStorageStorage

Storage peripheral 
device driver: 
specific commands 
and management.

Encoding: add any 
error checking, 
correction

Error correction

IO Queue

File system control block

Free block list

Bad block list

File table

Map block to spares

variables & values

Extent

First Address

Last Address

Extent

First Address

Last Address

Extent

First Address

Last Address

Block bitmap

Extent

First Address

Last Address

Extent

First Address

Last Address

Extent

First Address

Last Address

Block bitmap

Key Value Block sparing

Block Alternate

Back up blocks for 

critical structures

Note: these tables are 

(usually) managed as named 

files.
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ir
e
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Indirection

Extent

First Address

Last Address

BlockBlockBlock#IndirectionIndirectionIndirection

Block Map

3 Level 2 Level 1 Level

BlockBlockBlock#

BlockBlockBlock#IndirectionIndirectionIndirection

File control block

Block map

Access control info

variables & values

Key Value

Name Control Block

Tag

Version 3

Version 2

Version 1
Value

Valid from
prev

Value
Valid from

prev

Proposed value

value

Items

Value
Valid from

prev

Value
Valid from

prev

Current Environment

Value
Valid from

prev

Proposed value

value

Items

Relations

Object version 
management

Object store

Encryption 
management

Transport

Media

Block Cache

MRU List

Recent Old
next

prev

Head
next

prev

next

Block Block

prev

Hash table

Encrypted 

blocks

Encrypted 

blocks

Encrypted 

blocks

Encrypted 

blocks

Encrypted 

blocks

Clear-text 

blocks
Encrypted 

blocks

Encrypted 

blocks

Clear-text 

blocks

The number of encrypted blocks depends on

· The speed of decryption/encryption

· Risk analysis of exposure

SecureEnclave

Data RAM

~2KB

Program Store

Unknown if 

RAM or Flash.

Runs L4

Device Key

Write-Once memory

Set at manufacture time 

by the SecureEnclave

MailboxesMailboxesMailboxes

ROM

?

Flash USB SATA

DisjunctionUnion Conjunction Difference

Operations on sets of data

Select

header

field2Index

matrix

pivot

Header1 Header2 Header3 

 

0

1

2

Header1

Header2

Header3

   

 

Column Oriented Data Store

Objects

· Segments

· Directories

· Passive data repositories

Reference monitor

Decides if an access / 

operation is allowed for a 

given subject and objetct

Audit Trail

· Record of all security-

related user events

Subjects

· Active entities

· User processes

· Accesses (to information) 

on a user’s behalf

Authorization Database

· Subject security 

attributes; e.g. clearance 

label

· Object security attributes, 

e.g. classification label

Layers

A proposed value is used by a 

transaction until it completes

A tagged ensemble of 

values is immutable

The value that is currently 

accepted, and used by all 

others

Information storage
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